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Enterprise Edition Client 
 

• Antivirus: Scans and removes 
mobile Spyware, Trojans, 
Viruses and Worms via Real-

Time scanning, scheduled 
scans and automated antivirus 
signature updates 

 
 
• Firewall: Protects all device 

interfaces, including 3G, Wi-Fi, 
Bluetooth 

 

 
• Anti-Spam: Stops unwanted 

voice and text communications 

 
 
• Remote Lock , Wipe and 

Backup: Send commands to 
lock devices and backup and 
delete data from lost or stolen 

devices 
 
 
• Remote GPS Locate: Pinpoint 

the exact location of lost or 
stolen devices or employees 
and display the location in an 

online map 
 
 

• Application Revocation: 
Identify and remove unwanted 
applications from devices 

 
 

• Enterprise Controls: Gain 

insight into the mobile activities 

performed on device by 
reviewing the contents of 
SMS/MMS messages, e-mail, 

voice call logs, contact lists, etc. 
 
 
• Supports All Smartphone 

Devices: Including BlackBerry, 
Windows Mobile, Symbian and 

Android (Select applications 
available for iPhone) 

 
 
 
 
 

 

SMobile Security Shield Enterprise Edition 
 

  
Studies have found that 63% of workers carry two or more mobile devices daily.  This 
growth in both mobile and remote service usage has created an "IT crisis for many 
companies as they struggle to adapt their technology and support infrastructures to 
meet a new set of demands."   

"With more employees using more devices and applications, there's an increased 
complexity in support demands," he said. "Without a proactive strategy, workers are in 
essence defining the policy of what devices and applications can be used and 

assuming they'll be supported." 

                                   -Chris Kenton, SVP at BPM Forum 

SMobile Security Shield Enterprise Edition is the most comprehensive mobile security 
suite available today to address the full range of threats to mobile devices including: 
 

• Malware/Viruses/Spam 
• Lost and Stolen Devices 
• Direct Attack 
• Mobility-related Misconduct 

 
Built on top of our industry-leading mobile virus detection engine, Security Shield 
Enterprise Edition utilizes a robust and powerful set of capabilities designed and 
optimized for mobile devices.  All key features of the on-device Security Shield client 
are controlled from the web-based management console.  In addition, the enterprise 
customer is provided with comprehensive reporting and alerts via the fully integrated 
reporting system, allowing true and full insight into all device activity across the 
enterprise. 
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Enterprise Edition 
Management Console 
 
• Centralized Administration: 

Configure, Control and Report 
on all security activities and 
policies from a single interface 

 
 
 

• Easy Deployment: 
The web-based SMobile 
management console can be 

hosted by SMobile for seamless 
deployment, or hosted on the 
customer premise.  The console 

is also available as an appliance 
 
 

 
• Detailed Reporting: 

Real-time reporting provides 

administrators with usable data 
to determine the current security 
state of mobile devices, 

including virus outbreaks 
 
 

 
• Control Over Mobile Devices: 

IT Administrators can easily 

implement firewall rules, set 
frequency of antivirus updates 
and scans and issue commands 

to update or locate a device. 
 
 

 

 

 
 

 
With many employees downloading and installing their own software onto mobile 
devices, having control over these applications presents a growing challenge to the 
enterprise. Many third party applications such as Instant Messaging, VOIP, and P2P 
file sharing can introduce new security threats, and expose the company network to 
illicit, inappropriate, or illegal content.  SMobile Security Shield Enterprise Edition with 
Application Revocation enables an enterprise to control the applications allowed to run 
on their employee’s mobile device.  
 
By nature, mobile devices are particularly 
susceptible to becoming lost or stolen.  The 
SMobile Enterprise Console enables 
administrators to easily issue lock, unlock, wipe, 
locate and backup commands to ensure that 
sensitive data is removed from devices, while still 
ensuring it is available to the user when a new 
device is provided.  The GPS locate command is 
able to map the exact location of the device, thus 
making devices recoverable and lessening the 
need and inconvenience of unnecessarily wiping 
all temporarily misplaced devices. 
 
 
Supported Operating Systems: 
 
• BlackBerry 
• Windows Mobile 
• Symbian 
• Android 
• iPhone (Select Features) 

 
 
 
 
 
 

 
 
 
 
For more information, contact 
4securityhelp@smobilesystems.com or 
contact us via our toll-free number,  
1-888-428-4454. 

 

 
 


